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Pewenue Hosbix Mpo6nem be3onacHocTy: TaliHbl U 3araiku
Managing the New Security Challenges: Mysteries and Puzzles

ToHW MakknnHaraH Tony McClenaghan
KomnaHwst Control Risk Control Risks

B CBOEN KHure “PeopraHmaaums rocynapCTBEHHbIX n his book “Reshaping National Intelligence for an Age of
pasBeabIBaTENbHBIX CIY>XKO B 3Moxy MH(OPMaLIMOHHbIX Information” Greg Treverton made the distinction between
TexHonorun” ["per TpeBepTOH MPOBOAUT PasInNymne Mexny mysteries and puzzles, suggesting that, in the intelligence
TaHaMu1 1 3aragkamu. 1o yTBep>KaeHno aBTopa, B world, the emphasis in the late twentieth century had
KOHUE [BaaLIaToOro Beka pasBedpiBaTeNlbHOE COOBLLECTBO been on finding answers to puzzles that could, in principle,
YOENAIO OCHOBHOE BH/MaHWE pasrafplBaHno 3arafok, have been answered definitively if only the information had
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SECURITY H

OHO3HAYHOE PELLEHNE KOTOPBIX BOSMOXHO MPW HaNTNHmM
HeobxoaMMoNn nHdopMaLmn. PackpbITie e TalH ¢
NONyYeHNeEM OQHO3HAYHbIX OTBETOB HEBO3MOXXHO OaXKe
B MpuHUMNe. Takoe pasgeneHne TaiH 1 3aragok MOXeT
HanTL NPUMEHEHNE 1 MOABEPIHYTLCA AaIbHENLLIEN
NPoPabOoTKE B KOHTEKCTE H6E30MaCHOCTU. 3aragkamm
MO>XHO CHMTaTb BOMPOChHI, Ha KOTOPbIE MOXXHO HATK
OTBETbI, OCHOBbIBASACH Ha (hakTax 1 nHgopmMaumn,

B TO BPEMS KaK K Y/CSY TalH OTHOCATCS BOMPOCH,

HE MMEIOLLIME OTBETOB, MPY PACCMOTPEHNUM KOTOPbIX
ONMPAaIOTCA Ha CY>XXOEHWS, aHANIUG, UHTEPNPETALMN.

Hapsgy ¢ Tpag umoHHbIMU BUZaMM yrpo3, HanpuMep,
yrpo3a NOXULLIEHMS, MOSABNSAOTCA HOBble. BbidbiBaeT
6eCrnoKONCTBO pacLUMPEHME MacLLTaboB MCAMCKOrO
TEPPOPU3MA; HNCIIO TEPPOPUCTNHECKMX aKTOB B Haqane
TEKyLLIEro AeCATUNETUSA YBETMHIOCH B YETbIPE pasa, B
3HaYMTENBHOM CTENeHN, 3a CHET COBbITUIA Ha BarkHeMm
BocToke v B [MakucTaHe. 3a nocnenHve rogpl B Poccumn
YEeYEeHCKME CenapaTucCTbl BCe Hallle 1 Yallle BbICTynav noj
dhnarom ncnamcK1x pagrKanos, yCTaHaBINBasA KOHTaKTbI
CO CTOPOHHNKaMM BCEMMPHOIO DK1Xana 13 opraHm3aumm
Anb-Kaepa. VIx geaTtenbHOCTb
nepemMecTunach B Apyrve
pernoHbl CeBepHOro
KaBkaaa, Bk/todas [JarectaH
n NHrywetuio. CyliectByeT
HENOCPEACTBEHHASA

yrpo3a npoBedeHs
TEPPOPUCTUNHECKMX aKTOB Ha
0ObeKTax 3HEProcHabXKeHNs
CeepHoro KaBkasa.

[Npn 3TOM B KpaTKo- U
CpeOHeCPOYHON NepCrnexkTnBe
0bbekTbI [Npukacnmnitckoro
pervoHa, a Taxke Cnbnpu n JansHero Boctoka Poccun
MOABEPraloTCa MeHee Cepbe3HOM yrpo3e CO CTOPOHDI
TeppopucToB. OfHaKO B AONTOCPOYHON NEPCMNEKTUBE,

Mo Mepe pocTa dedumumTa SHEProHOCUTENEN U B Cly4ae
YCUNEHVSA HAMPSXKEHHOCTW B OTHOLLIEHMAX MEXy 3anafom
n Poccuen, CyLLEeCTBYET BEPOATHOCTb OpraHmn3aLmm akToB
“reonoIMTu4ecKoro caboTtaxka” Ha TPybonpoBoaax Aaxe
B 9TUX pernoHax. CyLLEeCTBEHHbIA POCT NCNAMCKOro
dyHoameHTanmama B CpeaHen A3um TakKe MOXKET
MPUBECTN K BOSHUKHOBEHWIO PUCKA TEPPOPUCTUHECKIX
aKTOB, HaNpaB/IEHHbIX, B CBSA3W C OTCYTCTBMEM

OPYMX NTErKOOOCTYMHbIX LIENEN, Ha YHUHTOXEHNE
NHPacTPYKTYpbl TPybonposoaos. OaHako AaHHbIN
BOMPOC TPEBYET KOMMNIEKCHOro aHannaa. CornacHo
CTaTUCTUHECKMM JaHHBIM HauoHaIbHOMo LieHTpa

CLLIA no 6opbbe ¢ TeppopraMOoM, MPOLIEHTHAS O0MSA
TEPPOPUCTUNHECKMX aKTOB, HaLENEHHbIX Ha MPeanpUaTS
SHEPreTNHECKON OTPACIM, HEBENIMKA. 3HAYUTENBHO
BonbLWNIA yLLEPO MPUHMHSIOT B3PbIBbI ra3a, Bbi3BaHHbIE
OTKJTIOHEHNSIMM OT MPOEKTHBIX PEXMMOB MPOBEAEHNS
TEXHOSIOMMHECKIX MPOLIECCOB, KOPPO3Wer TRy6 1 OpyrMm
TEXHUHECKMM OTKasamn. HecMoTps Ha Hamn4me
MOLO6HbIX OMACEHUI, CBA3AHHBIX C BOSMOXXHOCTLIO
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££ PelweHnA HEKOTOpPbIX
3aragok camu no cebe
MOryT cnocob6crtBoBaTb
BO3HUKHOBEHMUIO TalH

The answer to some puzzles
might in themselves contribute
to the existence of mysteries J9

been available. Mysteries, on the other hand, could not be
answered with certainty even in principle. This is a useful
distinction which can be further developed in the security
context. Puzzles might be thought of as those issues that
have answers and involve facts and data, while mysteries
are those issues for which there are no answers and involve
judgement, analysis and interpretation.

Alongside traditional threats of, for example, kidnapping,
new ones are emerging. Islamist terrorism is a growing

and worrying phenomenon, with a four fold increase in
attacks in the early part of this decade, driven largely by
activity in the Middle East and Pakistan. In Russia Chechen
separatists have, in recent years, increasingly adopted

the banner of radical Islam and established connections

to the global Jihad of Al-Qaeda, and their activities have
moved to other regions of the North Caucasus, including
Dagestan and Ingushetia. Energy installations face a
credible terrorist threat in the North Caucasus while, in

the short to medium term, those in the Caspian region, as
well as in Siberia and in the Russian Far East, face a less
credible terrorist threat. However, in the longer term, with
increasing energy shortages
and in the event of increased
tensions between the west
and Russia, ‘geopolitical
sabotage’ against pipelines
is possible even in these
regions. A credible rise in
Islamic fundamentalism

in Central Asia could also
heighten the risks of terrorist
attacks against pipeline
infrastructure, owing to the
lack of other accessible
targets. But the issue needs to be kept in perspective. The
US National Counterterrorism Centre (NCTC) statistics
suggest that only a very small percentage of terrorist
attacks are directed against the energy sector. Far more
damage has been done by vapour cloud explosions caused
by process failure, pipe corrosion and other maintenance
failures. Despite these concerns about the vulnerability

of oil and gas infrastructure to terrorism, the threat is
broadly manageable with existing technical solutions

and management practices. More challenging from an
International Oil Company (IOC) perspective are the growing
problems associated with insecurity and poor governance
in major producing countries.

Studies by IEA World Energy Outlook and others indicate
that 73% of the world’s gas supply comes from medium

to high risk states — be it political or security risk or, indeed,
both. By 2020 over half the worlds growing demand for
supply will come from developing or transition states. In
this medium to high risk context kidnapping of expatriate
IOC workers has nearly doubled in the period 2004 — 2006,
often driven by new threats such as community issues.

We cannot afford to lose sight of the possible connection
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B BE3OMNACHOCTb

NpoBeaeHNs TEPPOPUCTUHECKIX aKTOB, HaMpPaBNEHHbIX Ha
YHUHTOXKEHME YSI3BUMOW NHADPACTPYKTYPbI HEOTErasoBbIxX
NPeanPUATAA, B LENOM CHYDKEHWE OaHHOW yrpo3bl
BO3MOYKHO 32 CHET UCMONb30BaHNS CYLLIECTBYHOLLIMX
TEXHNHYECKMX PELLEHUN N MPUHATBIX METOO0B OpraHM3aumm
paboT. C TOUKM 3peHNs MEXOYHAPOAHbIX HEPTSAHbLIX
KOMMaHui, 6of1ee CNOXKHOW 3ada4en SBNSAETCS PeLLEHVe
pacTyLLMX Mpobnem, CBA3aHHbIX C OTCYTCTBUEM
CTabunNbHOCTU U HEQOCTaTKaMM CUCTEM rOCYyAapPCTBEHHOIO
yrnpaBneHnsi B OCHOBHbIX HETEA0OLIBAIOLLMX CTpaHax.

CornacHo pesynbTartam UCCNeoBaHnii, MPOBEAEHHbIX
MexxayHapOaHbIM 3HEPrETUHECKUM areHTCTBOM

npw noaroToBke goknaaa World Energy Outlook
(“MNMporHo3 MMPOBOI SHEPrETUKK”), a TaKXE OPYrMK
opraHusaumsamMm, 73% nocTaBnseMoro Ha MMpPOBbIe
PbIHKI rada MocTynaeT 13 rocyaapcTs, NpebbiBaHne B
KOTOPbIX COMPS>XKEHO CO CPEOHVM WU BBICOKMM PUCKOM,
0BYCNOBMNEHHBIM MOUTUHECKMI dhaKTopamMm Um
hakTopamn 6e30MacHOCTH (a, B HEKOTOPbIX Crlyyasix,
co4eTaHneM dakTopoB 06omx TnoB). K 2020 .

Bosee NONOBUHbBI PACTYLLENO MUPOBOIo cripoca 6yaeT
YOOBNETBOPATLCA 32 CHET MOCTaBOK U3 Pa3BUBAIOLLIMXCS
CTPaH 1 rocyapcTB, NepeXKMBatoLLIX NepeEXOaHbIN
nepunof. B gaHHOM cuTyaumm, 0ns KOTOPOW XapakTepHO
Hanmdre CpeaHero Un BbICOKOO PUCKa, YMCIO
MOXMLLEHWIN MHOCTPaHHbBIX CMELMaMCTOB MEXOYHAPOAHbIX
HeTAHbIX KOMMaHWn B nepuog, ¢ 2004 no 2006 r. noYyTn
yOBOWMOCH. HacTo y UCTOKOB MOXULLEHWI NEeXXaT HOBble
hakTopbI Yrpo3bl, CBA3aHHbIE, HAMPUMEP, C MpobremMamMm
MECTHOrO HaceneHns. Mbl He JOMKHbI MO3BONSATL cebe
NMHOPWPOBATbL BOSMOXHOE HaIM4YNE CBSA3W MEXY STUMMN
OBYMS1 IBNIEHNSIMU; MPOBIEMbI MECTHOIO HACENEHS,

He BbI3bIBaOLLIE OCOBEHHO OCTPbIX KOH(INKTOB,

MOIYT CITY>XUTb MPUHMHON TEPPOPUCTUHECKMX aKTOB U
MOXVLLEHWA C CaMbIMU CEPBbE3HBIM NOCIEACTBUAMU.

Takasa guHammka CobbITUN N3MEHAET CUTyaLIMIO B
obnactn 6e30MacHOCTU, TPEBYST CKOPPEKTUPOBATD
TPaAVLMOHHYHO OPUEHTAUMIO Ha KaTacTpohUHeckme
COBbITUS 1 MOBBICUTL BHMaHME K yrpo3am, NPUBOOSLLMM
K MeHee CepbesHbIM MOCAEACTBUSIM, HO BO3HMKAIOLLIIM
6onee 4acTo, CNOCObHbIM B BOSbLLEN CTEMEHN MPUBECTU
K HapyLLEHWIO MPON3BOACTBEHHOM AeATENbHOCTN. Menkme
MPECTYMNAEHNS, MEXSTHUHECKME CTONKHOBEHNUST MEXOY
MECTHbIM MEPCOHaNaM 1 paboyMK, MPUBE3EHHBIMUN 13
OPYrVIX CTpaH, a Takxke noBasibHasi KOpPynUmst OTHOCATCS
K Y1Cny Hanboree pealibHbIX U3 CYLLIECTBYHOLLMX YrpO3.
Hanpumep, B okTa6pe 2006 . B X04e CTOIKHOBEHWI
MEXXAY Ka3axCKUMU 1 TYPELIKUMU PaboUMm B XKNSIOM
KOMMJIEKCE Ha HEPTAHOM MECTOPOXKAEHUN TEHTN3

(B ATbipayckoi obnactu Ha 3anaae KasaxcraHa)
nocTpagano npubnmnantensHo 140 venosek. C Havana
1990-X IT. ThiCa4N rpakdaH Typumm npuexanm B
KasaxcTaH ans paboTbl Ha CTPOMMIOLLAAKAX B KPYMHbIX
ropogax, Takux, Kak AcTaHa 1 Anmarbl, a Takxe Ha
HedTAHbIX MecTopOXXAeHMsAX. CyLLeCTByOLLAs B
KasaxcTaHe npobnema HexBaTKu KBaIMUUMPOBaHHbBIX
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between the two, however, and low intensity communities
issues can be causal to high impact acts of terrorism and
kidnapping.

These dynamics are changing the security environment as
the traditional focus on catastrophic events needs to shift
to dealing with lower impact but higher frequency threats
which can be more disruptive to business. Petty crime,
inter-ethnic clashes between imported and local labour
and endemic corruption are the current most realistic risks.
For example, clashes broke out in October 2006 between
Kazakh and Turkish workers at a residential settlement at
the Tengiz oilfield (Atyrau, western Kazakhstan), injuring
around 140 people. Since the early 1990s, thousands of
Turks have come to Kazakhstan to work on construction
sites in the major cities, such as Astana and Aimaty, as well
as on the ailfields. Kazakhstan suffers from an unevenly
skilled labour force, with few experienced managers,
making it difficult for many foreign companies to meet legal
requirements of local content employment.

Elsewhere in the region the illegal tapping of pipelines

has resulted in shutdowns while repairs have been made.
In some cases there have been oil/condensate leaks
resulting in ground contamination. In most cases there
was a considerable loss in export volume and, therefore, in
revenue. Even if an illegal tap has not led to product loss,
the pipeline still has to be inspected and repaired, usually
involving reducing pressure flow with similar loss of revenue.
It would seem obvious that for illegal pipeline tapping to

be successful there needs to be a market for the stolen
product; criminal elements with the technical ability and
equipment to carry out the attacks; an ineffective security
environment and a low probability of being detected and
prosecuted. The security solutions to the problem reflect

a mixture of puzzles and mysteries. For the puzzles it is, of
course, relatively straightforward to devise effective physical
security measures appropriate to the threat. Block Valve
Stations can be protected with a security management
system comprising fence with perimeter intruder detection
system and monitored by CCTV, all relayed to a central
monitoring station. Technology exists to monitor pipelines
using fibre optic sensing devices that can detect ground

_‘.(__..\—3\
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TPYOOBbLIX PECYPCOB 1 HANNYNS MAsIOrO YUCA OMbITHBIX
PyKOBOAUTENEN 3aTPYOHSET BbINOSHEHNE MHOMAMM
WNHOCTPAaHHbIMU KOMMaHUSAMU NMPELBABIAEMbIX K HUAM
TpeboBaHWM O HaiMe MECTHbIX PaBOTHVKOB.

B npyrux 4acTax 4aHHOrO pervioHa ciydam
MPOTVBO3aKOHHOMO MOAKIMIOHEHMS K TRYOONpPOBOAaM
NPVBOOMM K MPEKPALLIEHNIO MoaaYdn MPOAYKLUMN Ha
nepuom, NPoBeAEHNS PEMOHTA. B HEKOTOPbLIX CUTyaLMsIX
HabtoaaNMCh YTeYKU HepTW 1 ra3oKoHaeHcaTa, B
pesybTare KOTOPbIX MPOVCXOOMSIO 3arpsasHeHe

nouBbl. B 60MbLLMHCTBE Cry4aeB 0TMeYanoch
3HaYMTENBHOE CHIKEHME 06beMa NOCTaBOK NPOAYKLINMA W,
COOTBETCTBEHHO, NPUbLIIW. [axke ecnn NpoTMBO3aKOHHOE
NOAKIKOHEHME K TRYOOMPOBOAY He NPUBOAMIO K NoTepe
NPOAYKLMW, AN MPOBEeAEHNS OCMOTPAa 1 PEMOHTA
TpybonpoBO4a, Kak npaBunio, TPeboBanoCh YMEHbLLIEHME
Haropa ¢ COOTBETCTBYHOLLIMM CHIDKEHNEM NPUOLINN.
MpeacTaBnseTcs O4EBUAHBIM, HYTO MPOTUBO3aKOHHOE
NOAKIIKOHEHME K TRYOOMPOBOAAM UMEET CMbICA NNLLIb MPW
YCINOBUM CYLLIECTBOBaHMS PblHKA pean3aLiyn yKpaneHHoM
MPOAYKLMW, HANN4MS Y MPECTYMHbBIX 3/IEMEHTOB
HEOBXOAVMbIX TEXHUHECKINX HAaBbIKOB 1 060PYA0BaHMS,
HU3KOWM 3O DEKTUBHOCTU CUCTEM OXPaHbl, Masion

BEPOSATHOCTY OOHAPY>KEHWS! 1 YrONTOBHOIO Mpec/iefoBaHus.

PelleHns gaHHOM Npobnembl 3a CHET OpraHn3aLmn
OXpaHbl MPEACTABASOT CODON COHETaHNE 3arafok
1 TanH. B TOM, 4TO KacaeTcs 3aradok, pasyMeeTcs,

movement or vibrations in the vicinity of the pipe. But no
amount of detection or delaying mechanism will be worth
the financial outlay unless there is an effective response
capability, and this is where we start moving towards the
mysteries.

Information gathered from among the local communities
may help to thwart intended attacks, as well as identify
what happens to the product after an incident, but to be
successful it requires an effective community relations plan
and close cooperation between the community relations
and security teams. Guard, patrol and response forces tend
to be recruited from the same local communities so they
will undoubtedly be known to criminal elements that may
exert pressure to be involved in corrupt practices, whether
by direct involvement in tapping or being persuaded not
to report suspicious activities. Guards therefore need to
be effectively managed and well motivated. They must

be adequately recompensed financially and made to feel
they are appreciated for the essential contribution they
make to the overall success of the operation. They must
be equipped with state of the art equipment, including
adequate response vehicles that can reach the scene of

a potential tap before it has been completed. And finally,
there needs to be an effective back up from local law
enforcement agencies to ensure a proper investigation of
incidents, and prosecution of suspected offenders.

SIMPLE. RELIABLE. EFFECTIVE. CEMENT ASSURANCE

Make poor cement jobs a thing of the past. The installation of
a Slip on Swell Sleeve ensures well integrity in the event of a
poor cement job or micro annulus being formed.

For casing sizes 9 5/8”, through to 20”

C-Sleeve (Full Bore) can be placed in the well bore above the
expected top of the cement to provide a full seal across the

annulus. This guarantees a barrier even if there is not sufficient

cement point due to losses or channelling.
For pipe sizes from 2 7/8” through to 7 5/8”

C-ZIP (Micro-Annulus) provides a thin layer of swellable
elastomers, strategically placed on the cemented liner
providing a pressurized seal around the casing to eliminate
micro-annuli.

For pipe sizes from 1 5/8” through to 20”

@ELLFIX

zonal isolation

SPEAK TO EXPERTS. SWELLFIX.COM
Moscow phone 495 518 9721 ext.2501. info@swellfix.com



B BE3OINACHOCTb

pa3paboTka 3OPEKTNBHBIX MED
hr3MHECKON OXpaHbl, COOTBETCTBYHOLLINX
[aHHOW yrpo3e, He COCTaBNSAET
O0MbLLOro TpyAa. 3alimTa KpaHOBbIX
Y3/10B MOXET ObITb OpraH1M3oBaHa ¢
1CMOJIb30BaHNEM OXPaHHOW CUCTEMbI,
COCTOSILLIEN U3 OrpaxkaeHNs CO
cpencTeamm OBHaAPY>KEHWS BTOPXKEHUS U
BUOEOHAONOOEHWIS, CUrHanbl C KOTOPbIX
MOCTYNaroT Ha LeHTpasbHbINA NOCT
KOHTPONS. CyLLECTBYIOT TEXHOMON,
JatoLLyie BO3MOXKHOCTb KOHTPOIMPOBATL
COCTOsIHME TPYDOONPOBOAOB C MOMOLLILIO
CEHCOPHbIX YCTPOMCTB Ha 6ase
BOJIOKOHHO-OMTUHECKNX Kabenewn,
MO3BONSIOLLIVX BbISBNSATE ABVKEHWS
MoYBbI WM BMOPALMM Ha y4acTKax Tpacchbl
Tpybonposoda. OoHako 3aTparhbl Ha
YCTPOWVCTBO CUCTEM OOHAPYXKEHUS U
COEPXXMBaHMS MOMyT ObITb ONpaBaaHb!
JLLb MPW HaN4m SO MEKTUBHBIX
CpencTB pearvpoBaHnst, 1 30eCb Mbl
nepexoanm B 0bnacTb TalH.

ViHdpopmaums, nonyHaemas ot
npeacTaBUTENEN MECTHOIO HaceneHs,
MOXXET MOMOYb MPEfoTBPaTUTL
HaMeYeHHbIE MPECTYMHbIE aKTbl, a TaKXe
ONpeaennTb, YTO UMEHHO NMPONCXOONT

C NMPOAYKUMEN MOCNE ee XULLEHVS.
OpHako /19 ycrnelwHoro cbopa Takom
nHdopmaummn TpedyeTcs pa3padboTka
3P PEKTUBHOIO MNJiaHa B3aMMOOENCTBISA
C MECTHbIM HacefleHNEM 1 TECHOe
COTPYAHVYECTBO MEXy CrielpanncTamm
Mo CBSA3AM C 0BLLECTBEHHOCTHIO U

cny>k6amm oxpaHbl 06 beKToB. COTPYAHMKM

CNy>k6 oxpaHbl, MaTpyIMpOBaHNS

1 pearnpoBaHnst, Kak NpaBuio,
HaHVMatOTCS U3 HCNA TEX XKE CaMblIX
npeacTaBUTENEN MECTHOIO HaceneHusl.
B cBSA3M C 3TVM IMYHOCTB COTPYOHNKOB,
HECOMHEHHO, HE SIBNSIETCA TaHOM 015
MPECTYMHBIX 3NIEMEHTOB, KOTOPbIE MOMYT
OKasbIBaTb Ha HUX JaBMEHNE B LENAX

X BOBJIEHYEHMS B MPOTVBOMPABHYHO
OESITENBHOCTL (B BUAE MPSIMOr0 y4acTusi B
XULLIEHNM MPOOYKLMM 13 TPYOOMPOBOAOB
mbo cornacusi He coobLuaTb O
NoOO3PUTENBHBIX AENCTBUAX). Taknm
06pasom, CyLLIECTBYET MOTPEOBHOCTL B
3(PPeKTUBHOM OpraHmsaLm padboTbl
COTPYAHVKOB CNy>6 OXpaHbl 1 B
NpenoCTaBNeHNM UM HAOEXALLIX
cTMynoB. OHW JOMKHBI NONyYaThb
[OOCTaTO4HO BbICOKOE BO3HArpavkaeHve.
Kpome Toro, CoTpyoHNKM OOMKHbI
4yBCTBOBATb, YTO 1UX HEOOXOAMMBIA BKIaL,
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The criminal law code in Russia has
recently been amended to create
specific offences relating to pipeline

tapping.

Clearly not all of this rests with security
departments, but we have seen a

period of rapid change in the corporate
security function within IOCs as it

evolves to respond to a broader range

of threats, increasingly serving core
business needs, even though its room for
manoeuvre becomes more constrained
by regulation, host government sensitivity
and stakeholder scrutiny. We have seen
concerned governments introduce
legislation, codes or regulation, or

setting standards for Critical National
Infrastructure, all leading to a tightening
of physical security standards at a cost
which often has to be borne by the
business.

We have seen legal and ethical concerns
about whether business is complicit

in human rights abuses which can be
the root cause of security threats, with
increasing NGO scrutiny leading to “no
where to hide” and driving the need

to manage these softer risks. And the
number of companies participating in
the UN Voluntary Principles on Security
and Human Rights continues to grow.
Duty of care to employees operating in
the complex global environment is an
increasing issue with growing links to
morale and retention. ‘Perception’ of
risks causes difficulty in recruitment or
retention of expatriates working in difficult
environments.

Some of these issues can be seen as
‘puzzles’; for example, how to protect a
physical asset from attack by criminals
or terrorists; how to protect travelling
executives; how to protect intellectual
property — there is an answer out there
somewhere, it may be simple or complex
to work out, others may have done so
before. Mysteries, on the one hand,

are intractable risks rooted in complex
situations such as how to pre-empt
community issues from interrupting
business. They occur mostly when the
host government cannot or will not
protect businesses to emerging industry
standards and focus the emphasis for
corporate security professionals on

www.rogtecmagazine.com



SECURITY H

B [1eN10 AOCTWPKEHMS 0BLLIEr0 yecrexa npw peannsaum
NpOoeKTa MoJly4aeT BbICOKYHO OLIEHKY. V/IM AOMKHO ObiTb
npenocTaBeHO CaMoe COBPEMEHHOE 0DOPYAOBaHVIE,
BKJTKOHas HafieXkaLLyie TPaHCMOPTHbIE CPEACTBa,
npenHa3HaqeHHble 019 ONepaTUBHOMO pearnpoBaHs, Ha
KOTOPbIX COTPYAHMKA CIy>KObl OXpaHb! MOTyT MprbbITb

B 30HY BO3MOXHOMO HeferasibHOroO NOOKMKOHEHNSE K
TPy6oMPOBOAY A0 3aBEPLLEHUS MPECTYMNHbIX ASUCTBUN.
HakoHeLl, MeCTHble MPaBOOXPAHUTESBHbIE OpraHb! AO/KHbI
OKaablBaTb M 3PeKTBHOE COAENCTBIE, ODBECMEHMBatOLLIEE
Hapnexalllee paccnenoBaHe NMpoUCLLECTBUN 1 YrONOBHOE
npecnefoBaHvie Noao3peBaeMbixX. He Tak f4aBHO B
YronoBHbINM koaekc Poccuiickon ®eaepal i bl BHECEHDI
MOMPaBKY, Ha OCHOBaHWM KOTOPbIX AENCTBUS, CBSA3aHHbIE C
HECaHKUVIOHMPOBaHHbIM MOAKITKOHEHEM K TRYOOMPOBOAAM,
OblnM OTHECEHDI K COCTaBy OTAE/bHbIX MPaBOHAPYLLIEHI.

O4eBMAHO, YTO B peLLeHNM JaHHOrO BOMPOCca JaNieko

He BCe 3aBu1CUT OT CNny>kb 6e3onacHocTn. OOHako B
HacTosLLEee BPeMs Mbl HAOMIO4AEM CTPEMUTENbHbIE
N3MeHeHNsT (DYHKUMIM Cny>k6 6e30MacHOCTU B COCTaBe
MeXOyHapOOHbIX HEPTAHBIX KOMMaHWIA, CBA3aHHbIE C
peopraHm3aLmen B LEnsiX yCTpaHeHs 6obLero Ymucna
yrpo3 1 obecrnevmBatoLLe 6onee NoaHoe yooBNeTBOPEHNE
OCHOBHbIX MOTPEOHOCTEN XO3ANCTBEHHOM OEATENBHOCTU.
[Mpy 3TOM MPOCTPAHCTBO 419 MaHEBPOB BCe BOSbLLIE

1 60SbLLE OrpaHNHYMBAETCH HOPMAaTUBHO-MPABOBLIMY
TPebOoBaHWAMM, PEAKLMAMYM CO CTOPOHbI FOCYAAPCTBEHHbIX
OpraHoB, a TakXKe KOHTPOJIEM, OCYLLECTBSIEMbBIM
3aVHTEPECOBaHHbIMN yHaCTHMKamMK. B HacTosLwee

BPEMS MPaBUTENBCTBA OTAENBbHBIX CTPaH MPUHUMAIOT
3aKOHbI, CBOAbI MPaBUST 1 HOPMATUBHbBIE aKTbl, & TaKkKe
yCTaHaBMBAKOT CTaHOAPTbI 4151 KPUTUHECKM BaXKHbIX
OOBEKTOB MHPPACTPYKTYPbI HALWMIOHAIIBHOMO 3HAYEHWS, B
pesynsTarTe Yero NPOUCXOOUT YXKECTOYEHME TPEOOBaHWN,

early planning and integrated solutions. What we need

to be aware of, however, is that the answer to some
puzzles might in themselves contribute to the existence of
mysteries. For example, IOCs are often forced by crime
rates and local conditions to build well protected life camps
which by their very nature erect barriers between them and
their host communities, driving a wedge between them and
creating a “them” and “us” attitude. How to resolve that

is indeed a Mystery but it has been successful in Yemen,
Papua New Guinea

and Indonesia

Emerging challenges resemble “mysteries” more than
“puzzles”; the security function is more proactive, but more
constrained and an early involvement of the corporate
security function increases opportunities for risk reduction
at the most effective and cost efficient time. Security

is converging with other functions but how mature or
sophisticated are large companies; is it still a “mystery”?
And while Puzzles might be resolved, some answers may
contribute to the existence of Mysteries and these could
rebound with a much fiercer bite — reputation, media
attention, stock market reaction and possible damage to
the environment.

Tony McClenaghan is a Senior Consultant in the Crisis
and Security Consulting division of Control Risks in
London. He provides Business Protection solutions to

a wide range of clients in the oil and gas sector and
manufacturing industries.

[T) TECPESA

KomnaHunsa TECPESA - Beayliee ncrnaHckoe npeanpusatve, npefoctaBnsiowee ycnyru
no Bpeske B paboTatLine ra3o- u HepTenpoBoAbl N YCTAHOBKE Ha HUX 3arnyLieK C
06BOAHBIMWN NUHUAMMK, KOTOpoe B 2008 r. cTano TpeTben MexayHapoaHOM KoMnaHuemn
B AaHHOI obnactu.

/IBa OCHOBHbIX HarpasieHNs AeATe/IbHOCTU KOMMaHUn:

MpenocTaBneHve ycnyr no Bpeske B paboTatolme Tpy6onpoBoab! U yCiyr no
yCTaHOBKe 3arfyLuek ¢ 06BOAHbIMU IMHUSMK 6€3 0CTaHOBKM TPpy60MNpoBOAOB Ha
TPaHCMOPTHBIX M pacnpeaenuTesibHbIX ras3o- U HedTenposoaax. Mbl Mcronb3yeM ocobble
TEXHOJOMMU ANS MOACOEAMHEHUS, PEMOHTA UK 3aMeHbl TPy6OoNpoBOAOB 6€3 MX OCTaHOBKMU.

M3rotoBneHne GUTUHIOB NO MHANBUAYAsIbHBIM MPOEKTaM: U3roTOBMEHWE DUTUHIOB
ons BPE3KU B PABOTAIOLME TPYBOMPOBOAbI 1 Ans yCTaHOBKM 3arnyLuek
06BOAHBIMM NMHMAMM (BKItOYAst TPOMHMKM, WapoobpasHble TPOMHWKHN, BblMyCKHble TPY6bl
€ TMnopa3smepamm ot 2 1o 56 aroinmos, knaccel 150 - 900), y3noB 3anycka 1 npueMa
CKpebKOoB, a TakxXe KOMMIeKTYLWmX AeTanen (cneunanbHbiX TPy6ope3oB CO CbeMHbIMU
3ybbsAMKM, AepxaTener Tpybopesos, AepxxaTenel 3arnyLek, nepexofHMKoB, KOprnycos,
YNAOTHALWMX 3/1EMEHTOB, UHANKATOPOB MPOXOXAEHNS CKPebKoB U T. 4.).

ArperaTbl 4715 BPE3KUW M YCTAHOBKM 3arsyLlek ¢ 06BOAHbIMU NNHUSMU 6€3 0CTaHOBKM
Tpy60onpoBOAOB: 060pyAOBaHUE ANs pasfnyHbIX TMMNOPa3MepoB - OT 2 A0 48 A1oViMOB,
knaccel 150 - 600. Bcs npoaykums u obopyaoBaHue, npeanaraemMble Hallel KoMnaHuen,

MOJSIHOCTbIO COBMECTUMbI C usaenmamu komnanmn TD Williamson n IPSCO.

TECPESA S.A. - C/ Balmes 129 Bis 1210 - 08008 Barcelona (SPAIN) Ten.: +34 93 451 07 60 ®akc: +34 93 451 07 93 info@tecpesa.com www.tecpesa.com




B BE3OMNACHOCTb

NPEObABNAEMbIX K PUNHECKON BE30MACHOCTU.
[MNpwn 3TOM 3aTpaTthbl NOgYaC 10XKATCA Ha NNeyn
KOMMEPYECKUX NPeanpUsTUN.

Bbiparkanacbk 03a604eHHOCTb MO MOBOAY BO3MOXXHbIX
HapyLeHU NpeanpuaTuaMm Npae YenoBeka, YTo
MOXXET MOCY>XUTb MPUYMHOM MOSABEHNUS YrPO3 AN
6e30nacHOCTU OO BLEKTOB U
nepcoHana. oBbilweHHoe
BHVMaHWe CO CTOPOHbI
HEerocygapCTBEHHbIX
opraHn3aumii He NO3BONSET
n36exkaTb HEHY>KHOWM Orfackm

1 CO34aeT NOTPEOHOCTD B
MNPUHATAM Mep MO OrPaHNYEHNIO
BO3[OENCTBUS TaKMX MeHee
Cepbe3HbIX PakTOPOB pu1CKa.
[Npy 3TOM YNCNO KOMMaHUI,
cnenyowmx Jo6poBObHBIM
npuHumnam OOH B obnacTu
obecnedveHnsa 6e30nacHOCTA

1 cobnogeHns npas

YenoBeka, MPOAoHKaeT

pacTu. Bce 6onbluee

3HaveHne NprobpeTaroT
obsizaTenbCTBa No 3aboTe 0
COTPYAHUKax, paboTaiolmx B
CITIOXHbIX YCOBMAX FN06anbHOrO pbiHKa, BCce bonee
TECHO YBS3bIBaeMble C MOPasibHbIM COCTOAHNEM U
npobnemamm yaep>xaHnsa nepcoHana. “lNpeancrasneHus’”
0 hakTopax prcka OCIOXHSIOT HAaeM U YAep>KaHe
CneumanMcToB, paboTatoLLMX B TSPKENbIX YCIOBUAX Ha
TEPPUTOPUIN MHOCTPAHHbBIX FOCYAAPCTB.

HekoTopble 13 NepevncneHHbix NPo6aemM MoryT
paccMaTpuBaTbCH B KadecTse “saragok”. K nx vmcny
OTHOCUTCSA 3aLLmTa MaTepualbHbIX akTVBOB OT OENCTBUN
MPECTYMNMHNKOB 1 TEPPOPUCTOB, OXpaHa pykKoBoauTenemn
BbICLLEr0O 3BEHA BO BPEMs COBEPLLEHNSA NMOE3M0K, a
TakKe oxXpaHa UHTENNEKTYanbHOM CO6CTBEHHOCTU. Ons
3TUX NPOBNEM MOXXHO HANTU MPOCTLIE UM CITOXHbIE
peLleHVst, B TOM YU1Cie, NCMOoNb3YyA OnbIT APpYrX
opranmsaunn. G opyron CTOPOHbI, K YACTY TaH MOXXHO
OTHECTW MIOXO NOoALAaloLMECs aHanmM3y akTopbl pUCKa,
BO3HMKatOLLME B C/IOXKHbIX CUTyaumax. Hanpumep,

peyb MOET O crnocobax nNpeaoTBPaLleHNs HapyLLEeHWs
XO3ANCTBEHHOW OEATENBHOCTY B CBSA3M C NpobiemMamm
MECTHOIo HaceneHns. B 60NbLWMHCTBE Cly4aeB TalHbI
BO3HMKAIOT, KOrha npaBuUTeNbCTBO rocyapcTea, B
KOTOPOM OCYLLIECTBNAETCA OEATENBHOCTL, HE MOXXET
WM He XOYeT 3almaTth NPeAnpUsaTUa B COOTBETCTBUN
C MPUHATEIMW OTpac/IeBbIMWN CTaHAapPTaMu, yaoendTb
0coboe BHMMaHWE nMpeaBapuTeibHOMY MIaHNpPOBaHNIO
1 BblpaboTKe KOMIMMEKCHbIX PELLEHNIA COrIacHO
TpeboBaHVSM CcneunanMcToB No 6e30MacHoOCTH
KomnaHuin. OgHaKo Mbl AOMKHbBI MOHMMAaTb, YTO
PELLEHNST HEKOTOPbIX 3arafok camm no cebe MoryT
CnocobCTBOBATb BO3HUKHOBEHNIO TaH. Hampumep,
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L6 K 2020 r. 6onee NoNoBUHbI
pacTyLwero MMpoBoro cnpoca
6yaeT ynoBneTBOpATbCA
3a cYyeT NOCTaBOK U3
pa3BUBalOWMXCA CTPaH U
rocyaapcTts, NepeXxuBaroLmx
nepexoaHbIN nepuoa

By 2020 over half the worlds
growing demand for supply
will come from developing or
transition states §y

YPOBEHb MPECTYMHOCTU U MECTHBIE YCNOBUSA HacTo
BbIHY>XOAI0T MEXAyHapOoaHble HEPTAHbIE KOMMAHUM
CTPOUTb XOPOLLIO OXPaHAEMbIE XKUfble MOCENKMN,
KOTOpPbIE CaMn MO cebe co3aaroT Bapbepbl Mexay
KOMMaHUSAMU U MECTHBIM HaceneHneMm, byksanbHO
BO3aBUrasi Mexxay HUMK “CTeHy” 1 cnocobcTBys
BO3HUKHOBEHWIO Knaccudmkaumm tmna “mol” n “oHn”.
MeToabl yCTpaHeHWs oaHHOM
npo6nembl MOUCTNHE
MOKPbITbl TAHOW, OOHAKO
OHa yCneLHo peLlanach

B Vlemene, Manya-Hogoi
'BUHEE 1 VIHOOHE3NN.

BoszHukatoLme B HacTosiLee
Bpemsa NpobnemMsl 60/bLLE
HaNOMMHAaOT “TalHbl”, YeM
“saragkun”. Cny>k6bl OXpaHbl
yaensaT 60nbLUE BHUMaHNSA
NMPEeBEeHTUBHbIM MepamM,
OeNCTBYS B YCOBUSAX
60onee CyLEeCTBEHHbIX
orpaHudeHunin. NpuenedveHve
cny>x6 6e3omacHOCT
KOMMaHW K y4acTuio B
paboTax Ha paHHeEM aTane
MOBbILLAET BO3MOXXHOCTM
OrpaHNYeHns prcKa B CPOKK, obecnevmBaroLme
MakcUManbHy0 9hMEKTUBHOCTb NP MUHUMAaNbHBbIX
3arpartax. PyHKUMM OXpaHbl CAMBAKOTCA C APYrMU
DYHKUMAMN, OAHAKO BOMPOC 3aKNKOYaeTCA B TOM, B
KakoW CTeneHn KPyrHble KOMMNaHUM roToBbl K MPUHATUIO
3penbiX U CNOXXHbIX PELLEHWNIA; NN, MOXXET BbITb,

3TO BCe elle aBngeTcs “TanHon”? I XxoTs Mbl MOXXEM
HaXOOWTb peLleHust ans “saragok”, HEKOTOpbIE N3
OTBETOB CMNOCOOCTBYHOT BO3HUKHOBEHWIO “TalH”, MOPOW
OKa3bIBaOLLIMX CaMOe pa3pyLUMTENBHOE BO3OENCTBIE,
CBSA3aHHOE C penyTaumen, BHUMaHNeM CO CTOPOHbI
CpencTB MacCoBOM MH(OpMaLMK, peakLMsaMm
POHO0BOro PbiHKA W BO3MOXHOCTSAMU MPUHMHEHMS
ylepba oKpyxatoLLen cpene.

ToHM MakknMHaraH 3aHMMaeT A0/MPKHOCTb M1aBHOM
KOHCyNbTaHTa noapasaeneHns komnanum Control Risks
B JIoHOOHe, MPEeaOCTaBNSOLLErO KOHCYMbTaLMOHHbIE
YCIYr MO YPEryMpoBaHnNO KPU3NCHBIX CUTYaLINA

1 obecneyveHnto 6esonacHoCcT. OH OTBEYaET 3a
NPEnoCTaBEHNE FOTOBbIX PELLEHMA B 0B1aCTW
3aLLMTEI SKOHOMUHECKOW OEATENBHOCTU LIENIOMY
psay 3aKas4mMKoB 13 YMCSa KOMMaHWiA HedpTerasoBow
OTPaCIM 1 MPON3BOACTBEHHbIX MPELNPUATUNA.

www.rogtecmagazine.com
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